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Abstract: Social networking sites have attracted billions of users and influence people’s lifestyles. However, as open plat-
form with low requirements for registration and joining, it is inevitable that social bots are able to easily register and do
harmful things such as controlling public opinions and spreading inaccurate information for profit. Nevertheless, single-
site social bot detection systems often rely on historical behavioral data to identify bots, and the detection occurred after
the social bots have implemented their attacks. To identify social bots as early as possible, this paper proposed Cerberus, a
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HI P 7E Medium 5 Twitter 1 A @i /- H 2 EL. 58 A
o N SCARG R, @I R P S B il SR
Ky ZESCARAT AL
3.4 REFEIER

Cerberus 4 F 2R 15 5 AL FEBIH 5 i 8 M RFAE AL
PERTHU S R E AT & 9T, SR 5 o N\ P sk
P, DTN P RSN SS LA N o s - 22
B A SR E s, EH AT
% XGBoost"™ /3 2588 | CatBoost” /32588 . BN AR
PRy 2588 0 2 ZRNHL (multilayer perceptron,
MLP) 432548 M1 LightGBM™ 3288 . A4
B AL F X 48 R 8 HEE S AER R B i
ITREZHEIEG, U Re LA/ E N Cerberus
YRR 0 R8s . 2k, Cerberus A8 HCHERf
T —ANFH 2 2B N ASSHLEE N

4 SLRLER

ARSI T Cerberus,  FF FH FT SCUCEE 21 4L
PEVPAL T HAERE .
41 LWRE

HAmE LA 8 258 AL 7, Bl S IEFFE
AL 11 FEORIE S B S IE AUREA EE AR 1R 15
BT, R S DL 7:3 1 B Ag Kl 23 9 I A Ak
o WAL, NS B, XM R
(1) 5 P 2 HUH & #AE S 3 28 S5 UE DA IR 15 8

NSEIE SRVE B AL B, AR TR
i F ML 2% 2% SJHESE PyTorch. Cerberus 7£ BERT H
18 7 T I 25 BF ) B B Bert-base-uncased . 7E

=1

TextCNN H, K T 4 HERZ ST B ERAE,
HERZEE 1001, RSF2H083. 40 50 ST
2R, I k7 B E 8. fEYILR
R, EEGH T Adam ™ ERLALEE, HSH
Learning_rate # % B 4 0.0003, & 5F R H AT FH 1 1
B 5 ST SR YR T Python [R5 %2 . CatBoost.
LightGBM. Scikit-learn™/#1 XGBoost.

A SCEARIE AN AR N IREATE A B, 3
FRid R ANKIIFEAIL A . TP A FN AR R IE R
P51 K NI E R 2 e S R A Ea e | RN IUN
KHE, FPAITNAERRIC AR, (EHHRTE 5
BT A A A LA AR . SEIR R
FRPRRIP ALY 14 B

(1D FEHE=R

o HE R AR R AL TN At 2L 88 N IR RE A Hh s
ARt HLER AR, wist (71D R,

TP

TP +FP D

Precision =

(2) AR=x
7 [8] AR AE SEBR WAL ASHL 28 N I REAS b g
AL B AR ELE], sl (8) P
TP

TP+FN 8

Recall=

(3) Fl4r¥k
F1 2 HUE SR 5 H W R AT 4%,

X (9 FiR.
2 x Precision x Recall

Fl-score = Precision + Recall (9)

(4) 32 E TAERFAE 28 R AY (area under
curve, AUC)
AUC AR R A5 TR 5 [t H1 78 HY 1 4L 2 L 8% A FEAS

TR MEHFE

FHIES

RHE 44 R

Medium ] F* %/ Twitter i 7 44 /Medium W2 FR K %

MR BTN KL

Medium I /' 44 /Twitter F1 /' 44 /Medium Hg 5 v 87 £l

AP R_GEE B

& %575 Facebook K5

FH PRy 22 55563 N5

FH P 72 CRIN g 2R 3 Mo 22D %
FH P K& Bl R

K5 HRVERFAE

PP 13 52 RcAT S S 3 S B 3 SR PR TS R R
FH P 13 St A A S R S AR S 2 S AR A

SURGELRHIE

PP 13 SR RAT 3 S e 3 S B 3 SR PP S S R A B e NP 8 5 22
PP D SR AR 3 S AT S PP SR B S R R MR T S U T 22
FE P 13 Sk A A S e R g S AR S 2 S A ] S T Y B Ty 7
P D SR AT 3 S e 7 S BN 3 S v ST ST ) R ST ) BT Y 8 75 22
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(R FIINFT 23 L BE AT L3t B )57 e FH P s RO 2R
4.2 RFRIZREEEIRIELER

Cerberus H ) P AL H AT DLSCRR &M — 73 K 8
Bk, SEE A 24K T CatBoost &k, XGBoost &
%+ LightGBM 5% BEALAR AR LA MLP 532,
FEILERES B H M RIRG . SRS
HeLme s IR 2 A . SIS BT LAE 3|
CatBoost HV%1E Fl-score 5 AUC W Hife br ¥ HUS
T RIS, 4359 0.6833 5 0.7552, Ak
Y CatBoost 5H12:AE A Cerberus 75 S RAREHR 1 7085

2 Cerberus R LER

§ N .. Fl-
Hik SHRE Precision Recall AUC
score
depth=5
CatBoost iterations=100 0.6981 0.6692 0.6833 0.7552

learning_rate=0.1

learning_rate=0.1
XGBoost — 0.6991 0.6667 0.6825 0.7549

n_estimators=50

learning_rate=0.005

tate=.
Lightgpm ~ rndom.state=500 0.6843 0.6451 0.6641 0.7337

reg_alpha=1.2
reg_lambda=0.4

criterion="entropy”
max_depth=2
min_samples_leaf=1

BEALARAR 0.6756 0.6078 0.6399 0.7151

min_samples_split=2
n_estimators=300
random_state=6

hidden_layer_sizes=[100]*6

learning_rate="“adaptive”
MLP 0.6419 0.4934 0.5579 0.6452

learning_rate_init=0.0001
max_iter=1 000

43 $FHEEEM S

DNARZR AR E T A B il A R A A B AR
HRr= H B ARRAE 7L TR B — F P 75 AL A AL #s
FEHEM, RS, R AE )
BT ER M. K3 T RITIERT 10 FIRFIE &
RAME, °TLLUE B REHLAT = H R AR5 AT ATE TR
I PR PLE (5 B
4.4 SHMOHZRERLLE

AR SCHs Cerberus 5401 N A2 WL A AKG I R G A
X,

USMB™: it 2p 0l P R R I A 2, $RELS
AR5 5 A FR DS ARFAE, TR A A 2 R AR [ 3R]
MR AR . KNS ERIER S R A A 2
AT IR S SR . 3T IX SR, fHH
PRSEATHE — P 28 7 AL N R A . @il

R3 FHEIMHFEEERM

ey FFIE£ R Al
1 AR RIS 577.761
2 FASREE ACERBTHOK S BN AL EE NS 526.521
3 ASNET MY BB M 526.521
4 P RBECER 421.220
5 P SEESCE A R BIbR S A 405.354
6 s R OCERE Ty % 275.893
7 R REESCEAP R N K 210.391
8 FHVEERE Twitter %K% 163.605
9 FFUBERE Twitter £ AL 123.910
10 FAPSKE 116.154

SRR A R SCIRE R AT M8 T 545 21
JURT R ARERAE,  FEAE R Wi R T oA R AL
AN

Stweeler™*:  HEHCA M1 P O 54540, i
SHOREERE. eiE. KOOI, TR
() B S RFAAE A FH Bl LR AR SR 0 S B R R 3347
b, FIWTH P &y

EE i R EIAERK 49, T Fl-score #l AUC
MIVEAL 48 PR, Cerberus RGN REA R T HiAh R4
R VLB B S SRR B
WU szm, A8 AR BCOCARR AT
J B AR AT A BT

%4 Cerberus F1E b33 B R BT L SLEE

HAHLE ARG Precision Recall ~ Fl-score ~ AUC
Cerberus 0.698 0.669 0.683 0.755
USMB 0.542 0.697 0.610 0.581
Stweeler 0.633 0.567 0.594 0.693

5 4ERiE

AR ST o} 75 284158 I 265 11 41 S AL A A i)
W, e IESEIL T AN R RS ATL A AR R G
Cerberus, 5 7245 iR 7 Medium-Twitter £ [ $1: 58
LB o A R G078 P AE AN+ S8 R il 77 A R 4
RPERFE S SCAR NS, B FHVR FE 2 2] SR AL S B A%
NHIA BRI . SEie st RN, ARt RS
7E Twitter-Medium 5 ) 3% B S HE 4E H HUAS B8 =y 1)
R PERE, Hoh AUCTHIEE] T 0.7552. ASCHRH
)85 DX i 4 A AL 2 AN Al R e, T8 A Akt R FH i
[ €IS TP d Wval i el 4 sV ) - N v e o
T M R R T %
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AL FORAFAE — L /PR YE . o, ARk
36 1ok 2 o Al ) A 22 R A LA R, AW B
Medium-Twitter AN 555 G, JoiZPFAl Cerberus )
ZHYE. EFH SRR I TAEFH Cerberus B FH Z
HEZHTEANR, U iz ee . Hk, A0
PN FEAE sl PRI 3% EICE PR, ANE S T 30k
WA SRBERE. GIANBUER. HZRRETT AW
b P S SR, Ba BT SR E A
FURFIE o PRI, B3 4R B FF A bR 25 4K Botometer
PRI 45 5, {H AR TR Botometer H S Wl 45 S i3t
TR, FE NSRS OL R, AT LLBE ML %
#4> Botometer FR RS I 25 SR FEAT AR 56, PSS IE HLAG:
Mg R E. BE, AU R EEE S AR
N, ATREAFAEXS A R R B AS ML 28 N 5 JEAS 2
oI, HEINFEARE E, W RESHET Cerberus 75 5
SR R T RE .
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